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Appendix 1: DesignWorld Developers’ Guide

A1.1 Introduction

DesignWorld is a 3D virtual world augmented with web-based communication tools and agents for
managing non-graphic properties of the 3D virtual world. There are two client browsers in
DesignWorld, the Second Life browser and the Web browser which provide the extended capabilities
to the Second Life virtual environment. Second Life provides the environment where the different
designers meet as avatars and construct their design models. The Web browser provides access to the
relationships browser and the extended communications facilities. This guide covers the design of the
non-3D component of DesignWorld, namely the web component.

DesignWorld web component is designed as a J2EE web application. The whole application is hosted
on a J2EE container running on some physical machine. The container of our choice was Sun Java
Application Server Platform Edition 8. The reason for this choice was that this application server was
included with the Sun Java Studio Creator, the IDE that used to develop the web application. However,
any other J2EE compliant container can be used to deploy and host the web application, such as
Apache Tomcat 5.57 or later.

A1.2 Application Structure

As mentioned above our web application is J2EE compliant. The deployed application structure is
shown in Figure 1.
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Figure 23: The structure of the deployed J2EE web application.

Web interface pages

The application folder contains the WEB-INF folder. This folder holds the J2EE specific XML files
that describe the web application. Sun Java Studio Creator IDE uses a different DTD than commonly
used by other IDEs. This is why all JSP files are written in Sun Java Studio Creator specific XML,
which is translated to HTML by the application server at execution.

The project source folder structure is shown in Figure 2. The bui 1d folder holds the distribution copy
of the project. Java Sun Studio Creator copies them into this folder once the "Build" command is
issued from within the IDE.

Any external libraries that are added to the project from within the IDE interface are copied into the
1ib folder.




The Sun Java Studio Creator saves its book keeping records and information in the project-data
folder.

The source code of the project resides in the collab2/src folder. The source code is split into two
parts, the Java source and the Web interface. The java source resides in the collab2/src/src
folder. All packages and classes belonging to the web application can be found in this folder. The web
interface and pages for the web application reside in collab2/src/web folder. This folder also
contains the WEB-INF folder that is required by the J2EE web application specification.
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Figure 24: The collab2 source folder.

A web application can be viewed as a collection of web pages, a set of page-behind code and some
navigation rules. The web application server acts as a glue for the three mentioned component of the
web application.

Through out this document sufficient knowledge of the Sun Java Studio Creator IDE is assumed. While
aspects of the IDE will not be covered, some IDE representation to various pieces of application code
will be referenced.

A1.3 Application on a Fine-grain Level

The smallest web element of our web application is a JSP web page. Every JSP web page has a
corresponding JAVA class attached to it.  Checking the code folder you will find that
collab2/src/web/index.jsp file has its corresponding JAVA page bean at
collab2/src/src/collab2/index.java and so on with the rest of the JSP files.

Each JSP page is strongly bound to its JAVA page-behind bean, that is, every web component in the
JSP page is bound to a JAVA component in the page bean.

Here is an example related to the 1ogin. jsp page. Figure 3 shows a portion of the login page. This
portion contains three textField web component and two linkAction web component. The
XML code for the textField on the right of the label "First name" looks like

<h:inputText binding="#{login area$login.textField userFirstName}"
id="textField userFirstName" style="height: 24px; width: 200px"/>
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Figure 25: A portion of the login page.

This web component is bound to the textField userFirstName property of the login.java
file

private HtmlInputText textField userFirstName = new HtmlInputText();

public HtmlInputText getTextField userFirstName ()
{
return textField userFirstName;

}

public void setTextField userFirstName (HtmlInputText hit)
{
this.textField userFirstName = hit;

}

Note that the name of the java bean for the 1ogin. jsp pageis login are$login asregistered in
the managed-bean.xml file

<managed-bean>
<managed-bean-name>login_ area$login</managed-bean-name>
<managed-bean-class>collab2.login area.login</managed-bean-class>

<managed-bean-scope>request</managed-bean-scope>
</managed-bean>

Similarly, the "Login" 1inkAction web component is described by the following XML statement in
login.jsp

<h:commandLink
action="#{login area$login.linkAction login action}"
binding="#{login area$login.linkAction login}"
id="linkAction login">
<h:outputText
binding="#{login area$login.linkActionText login}"
id="linkActionText login"
value=" Login"
/>

</h:commandLink>

Which is bound to the login area$login.linkAction login property of the login.java
bean

private HtmlCommandLink linkAction login = new HtmlCommandLink();

public HtmlCommandLink getLinkAction_ login ()
{
return linkAction_login;

}

public void setLinkAction login (HtmlCommandLink hcl)
{

this.linkAction login = hcl;
}

The action of this web component is bound to an action method in the bean, namely the
login area$login.linkAction login methodin the login. java bean.

public String linkAction login_action(){...}

The navigation for this action is described in the navigation.xml file
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<navigation-rule>
<from-view-id>/login area/login.jsp</from-view-id>
<navigation-case>
<from-outcome>controlPanel</from-outcome>
<to-view-id>/user area/control panel.jsp</to-view-id>
</navigation-case>

</na;iéation—rule>
All the other JSP files and their respective components follow a similar structure.

A1.4 Database connection

DesignWorld database is hosted on andy.arch.usyd.edu.au on a mySgql DBMS. JDBC is used
as the database connector. For our programming convenience a DatabaseProxy.java class was
implemented to handle database connections. This class contains two methods one for querying and
the other for updating the database.

public class DatabaseProxy

{
public ResultSet query (String query) {}
public void update (String query) {}

}

A1.5 Session and Application Beans

The web application maintains several session scope and application scope beans. One example of
user session scope bean is

public class user sessionBean extends AbstractSessionBean {}

this session scope bean contains the necessary book keeping code for different user sessions that are
being served by the application server. Properties like session user name and preferences are kept in
this bean.

Application scope beans, as the name implies, works on the application level and is used to save some
global states of various aspects of the application.

A1.6 Special Deployment Requirements

In our implementation we use XML-RPC package to communicate with Second Life server. Since our
application server is behind a firewall we need to inform the server JVM about the proxy server name
and port number. The following steps describe how this is done.

Step 1: Deploy your application through the Java Sun Studio Creator IDE. This step will
overwrite the old application settings.

Step 2: Logon to the server administration page, usually running on port 14848 of the server.

Step 3: Click on the "JVM Settings" tab on the main control panel window

Step 4: Click on the "JVM Options" tab

Step 5: Add the two following options

-Dhttp.proxyHost=www-cache.usyd.edu.au
-Dhttp.proxyPort=8080
Step 6: Restart the server, now this part is tricky. You may stop the server through this web page
by clicking on the "Restart required" link that appears on the top right corner of the page.
But in order to start the application server you need to have a physical access to the server
to manually start the server. One way around this is to have some sort of VNC server
running on the machine and access the server desktop through the service and manually
start the server.




The server runs the web application on a default port 18080. Make sure that this port is accessible and
not blocked by your local firewall.
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Appendix 2: Technical Specifications for
Communications
|

DesignWorld includes audio and video communication via a webcam. The webcam component is a
Java applet that is based on Sun’s Java Media Framework 2.1.1e (JMF). The Java Media Framework
API enables audio, video, and other time-based media to be added to applications and applets built on
Java technology. This optional package, which can capture, playback, and stream multiple media
formats, extends the Java 2 Platform, Standard Edition (J2SE) for multimedia developers by providing
a powerful toolkit to develop scalable, cross-platform technology. (http://java.sun.com/products/java-
media/jmf/index.jsp)

There are three main components to the webcam applet: a Transmitter component, a Receiver
component and a GUI applet component. The Transmitter component captures video and audio frames
from the local device, encodes the data into some form of raw RTP format then transmits the encoded
data over the network using an RTPManager. The Receiver component on the other end receives the
encoded data from the network and renders it on the webcam applet GUI. The Webcam Applet
monitors both the transmitter and the receiver and handles user interaction.

A2.1 Software requirements

The webcam applet is a solution that uses the JMF API and thus the webcam applet requirements are
similar to the system requirements of JMF 2.1.1e. The three components of the webcam applet were
bound together with Java 1.5 and therefore JVM 1.5.x or higher is required.

A2.2 Hardware requirements

Since the webcam applet was intended to run along side Second Life in any one session, a reasonably
powerful processor with sufficient amount of memory is also required. Testing with Pentium III
produced undesirable results, most of the time JMF was rendering an empty frame and was not able to
handle video. A minimum of a Pentium IV 2GHz machine running Windows XP Service Pack 2 with
512MB of RAM is recommended.

The webcam code was tested with Logitech Webcam Pro 4000. Although JMF can support different
camera hardware we have hard coded “vfs://” compatibility into the webcam applet and thus our
code only works with devices that identify themselves to Windows as “vfw:Microsoft WDM
Image Capture (Win32) :0” devices. This also reduces the running environment of our applet to
Windows platform as “vfs: //” interface are not available on other known platforms.

A similar coding decision was taken with audio capture devices. We have hard coded
“DirectSoundCapture” as the audio device that the webcam applet uses. This limits the
availability of audio only on those machines that expose their audio devices through DirectX interface.

To make the webcam applet generic and platform independent some extra code can be added that
searches and uses the available video and audio devices. A sample can be found at David Fischer's Java
Programming Examples

(http://www.mutong.com/fischer/java/usbcam/TestQuickCamPro.java).

A2.3 The Transmitter component

The following pseudo code summarizes the tasks that are undertaken by this component:

e Initialize JMF, which involves;
o Connecting to appropriate hardware
o  Setting up proper references to those hardware devices
o Creating appropriate DataSource objects for each device




e Setting up a Processor, which involves;
o Connecting the processor with appropriate codec.
o  Setting up proper audio and video formats that are compatible with RTP
e Setting up RTPManagers, which involves;
o Creating the managers and hooking them up with our Processor
o Binding the managers to transmission and reception ports on both the local and the
remote machines.
o Starting up the processor and the managers

Once the above is done, we may add or remove destinations to/from the managers accordingly. That is,
adding new destination whenever a new participant arrives and removing destination whenever a
participant leaves the video conferencing session. Details of each step will be presented next.

A2.3.1 Hardware and JMF

The first thing needed for the transmitter component is to determine the hardware devices that will be
used to capture audio and video and initialize the JMF engine. Our implementation uses the MS-WDM
Image Capture device for video and DirectSoundCapture for audio, but more generic and
intelligent code could be written that probes the hardware list and fetches the available devices. A list
of available hardware devices can be obtained manually by running the JMF Registry Editor and
checking the entries on the capture device tab as shown in Error! Reference source not found.1.

£ JMF Registry Editor ~[oO] x|

Capture Devices

Capture Devices Add | Capture Device Details

I Move Up | Name = vfw:Microsoft WDM Image Capture (Win32):.0 =
Locator = viw:ii0

DirectSoundCapture Wove Down

JavaSound audio capture
wiweMicrosoft WDM Image Remove I Output Formats-—-->
Restare | 0. javax.media.format YUVFormat
YUV Video Format: Size = java.awt.Dimension[width=64(

Commit I

Capture (Win32):0

1. javax.media.format RGBFormat
RGB, 160x120, Length=57600, 24-bit, Masks=3:2:1, Pixe ™
2. javax.media.format RGBF ormat
RGB, 176x144, Length=76032, 24-hit, Masks=3:2:1, Pixe
3. javax.media.format RGBFormat
RGB, 320%240, Lenath=230400, 24-hit, Masks=3:2:1, Pis
4. javax.media.format RGBFormat
RGB, 352x288, Length=304128, 24-hit, Masks=3:2:1, Pix

5. javax.media.format RGBFormat
RGB, 640x480, Length=921600, 24-hit, Masks=3:2:1, Piz Y.
Detect Capture Devices I 4 »

Figure 26: JMF Registry Editor. The capture device name displayed in the right panel
can be used to obtain a soft reference the device.

In the transmitter component code the following two lines identify the devices that are to be used for
audio and video capture.

String camDevice = "vfw:Microsoft WDM Image Capture (Win32):0";
String audioDevice = "DirectSoundCapture";

A2.3.2 Initialization of JMF

The initialization of JMF is done in the init/MF() method. The process involves obtaining a
CaptureDevicelnfo object from the CaptureDeviceManager. For more information on
CatureDeviceManager please refer to JMF documentation and online tutorials provided on Sun
Microsystems' website. Then we obtain the locator objects from those CaptureDevicelnfo objects, one
locator for each device (audio/video). Once the locators are ready, we need to create DataSource
objects for both locators. The last step in the initialization phase is to merge the two DataSources into
one. This step is necessary because we need to encode the stream coming out of those DataSources into
a suitable format that can be transmitted using RTP over the network.
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This concludes the initialization process. This is the only part of the code that deals with hardware
devices and sets up proper references to appropriate devices. The next phase is the creation of a
Processor. The processor will encode the streams produced by the merged DataSource into a format
suitable for transmitting over RTP. This is done in the setupProcessor() method of the transmitter
component.

A2.3.4 Creating a Processor

The processor is used to trans-code the data coming out of the DataSources into a format that is
appropriate for transmission over the network using RTP.

We use the Manager class once more to create a Processor object. The processor, according to
JMF documentation, needs to be configured and then realized. This may take some time, depending on
your hardware speed and configuration, and we need our code to wait for these states to be reached.
The method private synchronized boolean waitForState (Processor p, int
state) contains all the necessary code for doing that and we use it for waiting until the processor is
configured. Once the processor is configured, we can access the tracks inside the processors. Then we
set the ContentDescriptor of the processor to RAW RTP. Then we need to choose the tracks in
the processor that we will be trans-coding for transmission. The checkForVideoSizes () method
makes sure that for JPEG the width and height are divisible by 8 and for H. 263, by default JMF
support some specific sizes (128%96, 176x144, or 352x288).

Once the tracks are configured we need to wait for the processor to reach the Realized state. The
last step in setting up the processor is to se the JPEG quality of each video frame. You may experiment
with different values. The setupJPEGQuality () method loop through the controls to find the
Quality control for the JPEG encoder and sets the given value.

A2.3.5 Creating RTP Managers

Transmission of real-time audio and video is done through the JMF RTPManagers. During the
execution of the code, setting up the RTPManagers will be delayed until at least one destination is
known. In JMF, any device that produces a stream of data, like the camera or the transmitter, can be
considered as a PushStream object while any object that consumes a stream of data, like a player or
a receiver, can considered as a Pul1lStream object. This concept will be clearer when we examine
setting up of the RTPManagers next. It is important to note that the appearance of exceptions in the
initJMF () method will be due to incorrect configuration of JMF on the machine or due to the
absence of appropriate hardware. Whereas exceptions in setupProcessor () method indicate the
absence of RTP compatible codec.

As mentioned above, we need at least one destination to initialize the RTPManagers in our transmitter
component. Typically we need one manager per stream and each manager uses two ports (new work
connections) to transmit the stream to the destination. Once connection is used to send data and the
other is used to send control information.

Several assumptions were made during the design phase; among them were the choice of port numbers
that will be used for transmitting and receiving data. With our current implementation we chose port
22220 to be the base port for transmission and port 33330 as the base port for reception of real-time
streams. Since we have one audio and one video stream, our RTPManagers will use 4 ports, two for
each stream. Therefore one requirement for successful running of the applet is the availability of ports
22220, 22221, 22222, 22223 and ports 33330, 33331, 33332, 33333 on the local machine. Firewalls
should be configured accordingly.

Setting up the RTPManagers involves the following; first we fetch the list of all
PushBufferStreams from the processor, then for each stream we create an RTPManager. In
each iteration of the above loop we create an RTPManager, bind the manager to a local transmission
address and port, then bind the manager to the remote address and port, and finally, start the manager
stream to commence transmission. The same RTPManagers can be used to transmit to multiple
destinations. All we need is to add the appropriate target using addTarget () method of the
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RTPManager. This is done in the last part of the startTransmittingTo () method. For book-
keeping purses our code maintains a Vector<RTPManager> () of managers.

A2.3.6 Handling participants

Adding new participants was discussed above and the same code can be used to add as many
participants as needed. At the same time the program must devise a way to find out if a participant had
left the conference or not and remove the appropriate destination machine form the RTPManagers
accordingly. In our implementation we rely on the Webcam applet that polls the user database
frequently to find out who is logged into the DesignWorld system and who is not. The applet maintains
a participant lists and as soon as a poll indicates the absence of a previously existing participant, the
applet calls the public void stopTransmittingTo (InetAddress dest) method of the
transmitter.

In this method, a target, specified by the dest argument of the method, is removed from each
RTPManager.

A2.3.7 Cleaning up at the end

It is important that the transmitter releases all the hardware devices upon exiting otherwise the devices
may be permanently engaged and in some circumstances, during our testings, we had to reboot the
system to release the devices.

The close () method is provided for this purpose. First, all destinations must be removed from each
manager and then each manager must be disposed. Up till now, the hardware is still engaged. Recall
that the processor object is directly hooked up with the capture devices through some DataSources.
So we need to close the processor and de-allocate it to release the hardware. There is no need to close
and de-allocate the other DataSources that were created in the initJMF () step. The call to
this.myProcessor.deallocate () seems to do that automatically for all the DataSources
that are hooked up with the processor.

A2.4 The Receiver Component

The receiver component does not interact with any special capturing hardware. It only receives RTP
streams from the network and renders audio and video on their respective devices. Thus no JMF
initialization, like what was done in the transmitter component, is required. However, to enable the
component to be aware of network activity it must implement several interfaces and a proper
implementation of those interfaces is essential to achieve the required results.

A2.4.1 Required interfaces

The receiver component in our design implements three interfaces, namely,
ReceiveStreamListener, SessionListener, and ControllerListener. The
RTPManagers assign a session to each participant. Session information is exchanged by managers on
both sides, the transmitter side and the receiver side. Because a session is instantiated and controlled by
the transmitter, the receiver is informed with changes in the session by various events.

The SessionListener interface generates the callback for all SessionEvents. These events
are LocalCollisionEvent that pertains to the local participant and NewParticipantEvent
that informs the listener of every new/unique participant that joins the session. In our implementation
we are interested in the NewParticipantEvent and we ignore the other events.

The receiver must also keep track of the state transitions of incoming RTP streams. This is done by
using the ReceiveStreamListener interface.

The ReceiveStreamListener is an interface that generates the callback for all
RTPSessionManager Events. This interface generates callbacks for events that pertain to a
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particular RTPRecvStrean. This interface also generates callbacks that pertain to state transitions of
active/inactive of a passive participant as well i.e. Active, Inactive, Timeout, ByeEvent are
also generated for passive. In our implementation we associated different behavior with each or the
four events mentioned above.

The last interface we need to implement is the ControllerListener interface. This is required
because our receiver component will handle several P1layer objects that will render audio and video
on their respective devices. To control those players our component makes use of the
ControllerListener interface and handles ControlEvents generated by those players.

The Controller interface, which extends Clock, provides resource-allocation state information,
event generation, and a mechanism for obtaining objects that provide additional control over a
Controller.

ControllerListener is an interface for handling asynchronous events generated by
Controllers. In our case they are the players.

A2.4.2 Initializing the receiver component

The receiver component, like the transmitter component, maintains a list of RTPManagers that handle
the task of receiving RTP streams over the network. These managers provide soft references to various
objects required by the players to render the audio and video data on their respective devices.

At least one source is required to create RTPManagers for both audio and video streams. The code for
manager initialization is similar to the one used in the transmitter implementation.

In our application we know that we have two streams, audio and video. We create two managers in the
initReceiver () method.

In each iteration (there are only two), we create a new RTPManager. One for audio stream and one
for video stream. Register our component for listening to session events. Register our component for
listening to ReceiveStream events. Create a SessionAddress object with which the manager will
be bound. Recall that we use base port 22220 for transmission and base port 33330 for reception of
RTP streams. In this step we specify that we will be receiving RTP streams on port 33330 at the local
machine. Bind the manager with the specified local address and port for receiving RTP streams . The
next step is necessary for fine tweaking the managers. We have used the buffer length 350 which was
recommended in the JMF tutorials published by Sun Microsystems. Those tutorials recommend
experimenting with different buffer sizes to achieve better performance depending on the underlying
network configuration.

Then we bind the manager with the remote machine address and port. This is the step where we specify
where the RTP stream is coming from. According to our implementation we are interested in streams
coming from the base port 22220 of the remote machine. For book keeping purpose, we maintain a
Vector<RTPManager> () of managers.

A2.4.3 Event handling

As stated earlier, our component listens and reacts to different session, stream, and controller events. A
detailed discussion on this behavior is presented next.

SessionEvents are handled in the update (SessionEvent) method. We do not perform any
significant task other than displaying a debug message which enables us to keep track of streams
during our testing phase. We have kept this piece of code in our component for future reference. It may
be modified if new requirements, concerning sessions, arise in the future. ReceiveStreamEvents
are handled in the update (ReceiveStreamEvent) method. This method contains the behavior
of our component depending on the events that arrive through out the lifetime of the component.
Before anything else, we obtain the reference to the ReceiveStream that generated the event.
According to JMF tutorials and JMF API documentation, this reference could be null. An appropriate
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check for a null pointer is recommended. We did not handle the RemotePayloadChangeEvent in
our implementation. According to our design, we assume that the transmitter will never change its RTP
format that it initially used at the beginning of transmission. In the event of a new stream we perform
several tasks. Most of them are for book keeping purpose.

A discussion of the most significant steps is presented next. As soon as a new stream is detected we
first obtain the reference to its DataSouce object, then we create a player for this DataSource. It
should be noted that the Player, like the Processor in the transmitter component, needs to be configured
and realized. The player will generate events when different states are reached. We are interested in the
Realized state. To enable our component to listen to those events we need to register our component
as a listener to the Player object before calling the realize () method on the player.

The events generated by the player will be handled in our component by the
controllerUpdate (ControllerEvent) method implementation. Detailed discussion of this
method will be presented later in this document. The third stream event we are interested in is the
ByeEvent. This event will be generated when a participant stops transmitting RTP streams to the
receiver machine.

In our implementation we inform the applet, the GUI component of the webcam, to remove the
appropriate panel and release the screen real-estate that was occupied by this player. The receiver
component maintains a list of players and their visual panels. In the following code segment psp is an
instance of the class that contains this information.

The TimeoutEvent can be handled. We just print out a debug message for tracking the session
during our testing phase. Typically an implementation may perform some kind of polling with the
transmitting machine. Testing showed that timeouts are not significant to the execution of our webcam
applet.

The InactiveReceiveStreamEvent informs the component that a particular stream was
inactive for some period of time, and hence the name of the event. In our implementation we locate the
player that is associated with the stream and stop it form playing. A player can be started again once it
is stopped. Stopping a player reduces the load from the system processor, which is desirable in any
application especially with our DesignWorld application due to the existence of many processor
hungry components running side by side. The ActiveReceiveStreamEvent is generated when a
stream becomes active again. Our implementation locates the player that is associated with the stream
and starts playing it once again.

A2.4.4 Handling Video Conferencing Participants

It should be noted that we use the terminology "participants" in two different contexts on two different
levels of abstraction. The first is the RTP streams level, and the second is the video conferencing level.
JMF RTPManagers associate every new stream with a Participant object that maintains relevant
information about that particular RTP stream. On a higher level of abstraction, the webcam applet
keeps a list of people participating in a video conference session. A list of conference participants is
maintained and the DesignWorld database is frequently polled to maintain that conference participant
list. Reception is started or stopped depending on the joining and leaving of participants respectively.

When the applet discovers the existing of a new conference participant, it calls the
startReceivingFrom (InetAddress) method of the receiver component. In this method a new
target is added to all the RTPManagers. Remember that the receiver component maintains a
Vector<RTPManager> () of mangers. On the other hand, when the applet detects the leaving of a
conference participant from the conference it calls the public void
stopReceivingFrom (InetAddress) method of the receiver component and we remove the
target from target from all the RTPManagers.

A2.4.5 Cleaning up at the end
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The receiver component was originally designed to implement some dynamic behavior and hence it
extended the Thread object. But later we realized that no such behavior was required for our
particular application. The idea was dropped but the Thread structure of the class remained. This is
why the run () and terminate () methods exist in the source code.

The terminate () method is used to initiate the clean-up code and closing the receiver component.
As with the transmitter component we need to release and dispose all the RTPManagers. The
following code segment from the close () method is the more significant part. The rest of the
close () method code clears up all the book-keeping data.

A2.5 The GUI Component (Webcam Applet)

The DesignWorld specification dictated that the webcam component should work as an integrated part
of the DesignWorld web application. The DesignWorld web application is designed to work inside a
browser environment. Thus the natural and logical choice for integration would be by using the Java
Applet technology.

The java applet handles three major tasks:
e Create and maintain a transmitter component
¢ Create and maintain a receiver component
e Poll the DesignWorld database periodically and coordinate with the transmitter and receiver
components to maintain the conference session.

The applet implements the Runnable interface and executes as a thread. This facilitates the periodical
maintenance of the conference information.

A2.5.1 Initialization

The applet declares and maintains a global reference to a transmitter object and a receiver object.
These objects are initialized in the init () method of the applet. Recall that we had implemented the
receiver component as a thread and hence we need to start the thread. There are some applet security
issues that need to be resolved. In our particular application these issues revolve around the fact that
applets cannot acquire the local host address nor can they acquire access and control to some local
hardware, like capture devices. More discussion on how to overcome these issues will be presented
later in this document. For now we will assume that our applet is granted permissions similar to a stand
alone java application.

A2.5.2 Coordination with Transmitter and Receiver Component

The applet maintains a list of conference participants. Initially the applet fetches a list of all
participants with the help of the DatabaseProxy object, which is declared as a global object
reference. In the run () method, which is executed periodically through out the lifetime of the applet,
the applet finds all the DesignWorld users who are logged into the DesignWorld system and are
working on the same project as the current user. Then the applet coordinates with the transmitter and
the receiver components to set up the RTP sessions. The SQL query below performs this task. This is
how the applet maintains the conferencing session. The citizen current project value in the
DesignWorld database determines whether a user should be considered to be "in" a conference session
or not.

ResultSet results = this.proxy.query ("
SELECT citizen webcam id
FROM citizen
WHERE citizen current project =
(
SELECT citizen current project
FROM citizen
WHERE citizen webcam id LIKE \"" + myIP + "\"

AND
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citizen webcam id NOT LIKE \"\"
")

The list of participants returned by the above query will be added as targets and sources for the
transmitter and the receiver components respectively.

The next section of the run () method builds a list of new participants who joined conference recently
and another list of participants who left the conference. This information is conveyed to the transmitter
and the receiver components accordingly. The following code segment starts transmitting to and
receiving from newly joined participants. The applet thread sleeps for 30000 milliseconds or 30
seconds. This value can be changed as desired.

The public synchronized void addWebcamPanel (Panel panel, String name)
method and the public synchronized void removeWebcamPanel (Panel panel)
method are used by the receiver component to add and remove video panels whenever a conference
participant joins or leaves the conference session respectively.

A2.5.3 The Location of the DesignWorld Database

The assumptions taken by the DatabaseProxy object are listed below.

Class. forName ("com.mysqgl.jdbc.Driver") .newInstance () ;

String url =
"jdbc:mysql://andy.arch.usyd.edu.au:3306/crc2?removelAbandonded=true";

String user = "tutor";

String password = "knOwl3dg3";

String host = java.net.InetAddress.getLocalHost () .getHostName () ;

Connection conn = java.sql.DriverManager.getConnection(url, user, password);
Statement stmnt = conn.createStatement ();

return stmnt.executeQuery(query) ;

The DatabaseProxy class is implemented to use the mySQL JDBC connector and therefore
inclusion of the mySQL JDBC libraries in the underlying JVM class path is required. We tested our
code with mysgl-connector-java-3.2.0-alpha-bin version of the library that was
available at the time of development.

A2.5.4 Handling Applet Security Limitation

It is well known that applets run in the browser environment and certain resources are not available to
them. This includes the capture devices that our applet needs to perform its task successfully. One
solution is to use the SecurityManager and modify specific properties of the underlying JVM.
This requires the involvement of DesignWorld user to change the default setting of the browser and the
underlying JVM which in our experience is not desirable by the users themselves due to security
reasons. Therefore we opted to use a different solution, namely, Signed JAR files.

We reverted to producing and using a signed JAR file for our webcam applet. When the user first logs
into the DesignWorld, the webcam applet is loaded. A security warning is displayed asking the user
whether to trust the applet or not along with other relevant information like the publisher of the
applet ... etc. Once the permission is granted by the user, the applet will execute normally. This way
we prevent the user from following some what lengthy procedure to reconfigure the browser setting
every time they want to use the DesignWorld application. Two steps are needed to be carried out to
produce a signed JAR file:

e  Generate a key store.
e Sign the JAR file using the key store

The generation of a key store is done by using the keytool program, which is a part of the JDK. The
relevant data of the key store is written to a destination, a file in our case. The following command was
used to produces a key file for our DesignWorld webcam applet. The $ sign indicates the shell
command prompt.
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Skeytool -genkey -alias webcam3 -keystore webcamstore -keypass CRC
2005 -dname "cn=Adel Ahmed" -storepass CRC2005

Once the key store is created, it can be used to sign the JAR file. Don't forget to produce a JAR file for
the webcam applet that includes mysgl-connector-java-3.2.0-alpha-bin library. The
reason for this is because our webcam applet uses the DatabaseProxy object to poll the
DesignWorld database and this object uses JDBC connectors in mySQL library to do so. Please refer to
the redistribution notice of the mySQL libraries on their website before copying the whole library into
your JAR file. Another remedy would be to add the mySQL JAR file into your underlying JVM class
path.

Once the JAR file is ready it needs to be signed using the key store that was created earlier. This can be
done using the jarsigner utility that comes with the standard JDK. The following command line
was used for our DesignWorld webcam applet.

$jarsigner -keystore webcamstore -storepass CRC2005 -keypass CRC2005
-signedjar signed webcam3.jar webcam3.jar webcam3

This method will produce a signed JAR file that has a 30 day expiry tag on it. To increase the expiry
period please refer to SUN Microsystems' website and jarsigner documentation for further details.

A2.5.5 Execution Environment Setup

The webcam applet is integrated with the DesignWorld web application as a separate frame on the
application webpage. The applet JAR file and the applet HTML file must be served by some web
server. We used an instance of the Apache web server running on a machine that has a public IP, so
that the applet can be accessible to virtually everyone on the Internet.

A2.6 Communication Implementation Issues

This version of the webcam applet cannot function across firewalls and proxy servers.
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